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Introduction

How to use this glossary

Privacy and security, as substantial communities of practice both inside and outside higher
education, have developed community-specific terminology that many educators will not have
encountered before. This glossary therefore has two main purposes:

1. To acquaint you with specialized or unusual terminology used in the Academic Platforms
& Your Privacy briefing documents

2. To help you understand and respond appropriately to such terminology when it is used in
news, research, reports, and professional discussions.

Specialized language can be used as a tool for exclusion. This glossary is a starting point for
inclusive participation in discussions about privacy and surveillance.
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Glossary

Advertising exchange

A vended system, where advertisers and publishers buy and sell ad space typically in real time,
that programmatically decides which advertising to show which users on which websites. See
also: real-time ad bidding.

Advertising technology or “adtech”

See targeted advertising.


https://osf.io/xfkz6/#
https://osf.io/xfkz6/#

Algorithmic bias

The ability of computer systems, statistical models, and even data themselves, to contain bias
originating from the researchers who collected and analyzed the data or, as in many cases of
Internet-derived data, from those generating the data in the first place.

Aggregated data

A method of de-identification that reduces the granularity of personal data through grouping
data into categories or ranges (such as using age ranges to report on user birthdate or age
data). Aggregation carries some risk of re-identifying an individual if there are outliers in the data
set, if the dataset size is small overall, or if categories or ranges are granular enough to identify
an individual in the dataset. See also: de-identification.

Anonymization

Altering a dataset such that no individual represented in it can be reidentified. Most security

researchers believe this is impossible for almost all datasets about people, given the large
amount of publicly-available or legally-purchasable data (not to mention purchasable stolen or

hacked data) available about individuals. See also: de-identification, pseudonymization.

Artificial intelligence (Al)

Umbrella term for a broad set of technologies (e.g. predictive analytics, large-language models
and the chatbots based on them, image and video generators) founded on machine learning.
Model training for Al often involves voluminous collection and scraping of personal data and can
include various forms of surveillance.

Authentication

The process by which a system proves to its satisfaction that a user is who they say they are.

Authorization

The system privileges or information/data access that a given authenticated user is entitled to.

Authorized user

At most institutions this includes full- and part-time students regardless of physical location; full-
and part-time employees (including instructors, staff, affiliate researchers, and independent
contractors), regardless of their physical location; alumni (in some cases); other valid ID holders;
and patrons who are physically present at library sites (“walk-ins”).


http://randomwalker.info/publications/no-silver-bullet-de-identification.pdf

Behavioral tracking / behavioral data

Gathering and storing a dossier of individual users’ online behaviors (hovers, clicks, visited
pages, time on site, ratings, shares, purchases, etc.). This may occur on a single website or be
aggregated across many (“cross-contextual behavioral tracking”). Comparing a de-identified
behavioral-tracking dossier with a corpus of identified dossiers can result in reidentification of
individuals. Similarly, a marketer (or attacker) seeking a specific individual already known to
them in a corpus of de-identified dossiers is often able to use their pre-existing knowledge of
that individual to seek behaviors typical of that individual.

Behavioral data can include:
e Search history
Electronic content access histories
Circulation histories
Website activity
Geolocation history

Bossware

Tools for workplace surveillance of employees, often through the computing devices they use for
work. In higher education, bossware may also include academic platforms.

Browser fingerprinting

A reidentification technique that uses websites’ or trackers’ ability to access browser settings
(location services, installed add-ons, installed fonts, etc) to uniquely identify the browser and/or
associate it with its user, whether that user is logged in or not. An alternative to cookies. See
also: device/digital fingerprinting.

Browser history

A log kept in the user’s browser of web pages that the user visited. This history can be breached
or recovered by forensics techniques.

Brute-force attack

An attack on a system involving multiple, often rapid-fire, trial-and-error guesses, e.g. at a
password. Sometimes used against authentication systems, though almost all authentication
systems today lock out accounts after a number of incorrect login attempts. May also be used to
find usable credentials in stolen username/password stores, as in the 2022 LastPass breach.



California Consumer Privacy Act (CCPA)

The California Consumer Privacy Act is a data-protection law that allows California citizens to
opt out of sharing/sale of personal information, especially sensitive personal information, by
companies that meet certain revenue, personal-information collection, or data sale/sharing
thresholds. Affected companies must also meet the laws’ data transparency, retention, data
minimization, purpose limitation, and cybersecurity requirements. Many library vendors would
qualify under these thresholds, though most libraries themselves are not subject to the laws.

Card-swipe data

At many institutions, institution-issued student ID cards or third-party apps are used to surveil a
great deal of student behavior on campus: purchases at campus stores and restaurants, entry
into restricted buildings or spaces (including some libraries), event attendance, class
attendance, and more. Such a dataset is often referred to as “card-swipe” data.

Clickstream data

Data derived from detailed surveillance of a user’s interactions with a website or mobile app.
Clickstream data may include clicks, information typed into forms or search bars, time spent on
individual pages or functions, and the order of pages visited.

Common rule

Nickname for the United States “Eederal Policy for the Protection of Human Subjects,” which
applies to all institutions accepting federal grant funding. The Common Rule outlines
human-subjects research ethical requirements related to Institutional Review Boards, informed
consent, and compliance obligations.

Confidentiality; confidential data

ALA’s Interpretation of the Library Bill of Rights states that “confidentiality exists when a library is
in possession of personally identifiable information about users and keeps that information
private on their behalf.” Confidentiality is the act of holding information about an individual
without disclosing it to others unless there is proper authority and necessity. Confidentiality
applies specifically to a person’s data, and is related to but narrower than the broader concept of
privacy. See also: privacy

Consent

The act of giving permission for the use or disclosure of an individual's data. Explicit consent
requires an affirmative action from the individual while implicit consent does not. For example, if
a website user clicked a checkbox or button to agree to cookie tracking while using a website
that would be explicit consent, while if they simply continued using the website which had a


https://oag.ca.gov/privacy/ccpa
https://www.hhs.gov/ohrp/regulations-and-policy/regulations/common-rule/index.html
http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/privacy

posted banner stating that it tracks cookies that would be implicit consent. Modern data
protection laws often seek consent that is informed, explicit/affirmative, and specific.

Cookie

A small data file sent from the website and stored on the user's computer or the user's browser.
Web cookies can be used to manage user authorization and session management, as well as
track users through web analytic software and other tracking software. Some cookies last until a
web session ends (“session” cookies), while other cookies (“persistent” cookies) can remain on
the user's computer after the end of a session. Flash Cookies are a type of persistent cookie.
Additionally, a Zombie Cookie is a form of Flash Cookies that once deleted by the user from
their computer the cookie automatically reappears, which makes it difficult to detect. This type of
cookie can be used for persistent tracking and by malicious actors wanting to install malicious
malware in user devices. A website can have web cookies from the site itself (“first-party”
cookies) as well as cookies from external sites (“third-party” cookies). Because of cookies’
widespread use in targeted advertising and other surveillance, some browsers block third-party
cookies by default.

Cookie consent banner

An obtrusive clickthrough pop-up in a website or app, for the purpose of gaining user consent to
data collection and sharing. Often used to satisfy the letter of privacy law such as Europe’s
ePrivacy Directive though perhaps not its spirit. See also: General Data Protection Resolution

Credentials

Shorthand for user-authentication information including usernames, passwords, biometric
identifiers, etc. See also: authentication.

Credit bureau

A company that collects and stores financial and other information on individuals, reporting on
their loan worthiness to financial institutions, employers, and others. In the United States, the
biggest credit bureaus are Equifax, Experian, and TransUnion. Equifax notoriously had a
significant data breach of information on individuals in 2017.

Current Research Information System (CRIS)
See: Faculty Information System / CRIS.

Cybercriminals

Cybercriminals are individuals that use malware to extract individuals’ information.
Cybercriminals use tricks as a technique to infect devices. Examples include phishing emails
and infected files.
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Data

Structured or semi-structured pieces of information; in a privacy context, usually about individual
people.

Data analytics

Data analytics is the practice of collecting, storing, cleaning up, enriching, cross-connecting,
transforming, organizing, and then analyzing data, purportedly to help make decisions and
predictions. Data analytics companies collect, purchase, and aggregate large amounts of data
about individual people, which they use to reidentify and make inferences about those
individuals. Companies then sell the aggregated and reidentified data, the inferences, or both.
Some library vendors are data analytics companies; others sell data on content use and users
to them.

Data breach

When data meant to be secure are leaked or stolen. For example, if hospital records which are
intended to be securely stored are made publicly available there has been a data breach.

Data broker

Business that aggregates (from credit bureaus, social-media platforms, web trackers, marketers,
public information sources, etc) and resells data about individuals. Some library vendors are
entwined with data brokerages.

Data cartel

Similar to manufacturing cartels, data cartels maintain high prices for their products and can
restrict competition by collecting and paywalling large volumes of data to maintain dominance in
the analytics market. Data cartels can collect legal and academic information along with
personal data. Products they create can be sold to law enforcement, academic institutions,
insurance companies, employers, landlords and healthcare servicers. Data cartels compete to
provide the biggest pool of search results and seem to prioritize content quantity to quality,
which can undermine quality review processes and lead data cartels to commingle vetted
information with incorrect information that is then sold as trusted resources. This data influences
access to services and products that reinforce financial, legal, social, political and medical
entitlement structures, and can produce negative consequences to individuals who have no
control over the data that is collected or shared. See Data Cartels by Sarah Lamdan.
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Data controller

Under Europe’s General Data Protection Regulation, which has been imitated by many other
privacy laws globally, a data controller determines the purposes of any personal data and the
means of processing it. See also: data processor, data processing agreement and GDPR.

Data fusion

The process of combining datasets from multiple sources. Such integration may reidentify
formerly de-identified individuals or make possible new and possibly damaging inferences.

Data governance

The practice of inventorying data sources across an organization and defining policies for data
collection, storage, access, (re)use, and deletion. Data governance policies often include
classifying data by its level of required or desired confidentiality.

Data harvesting

Collecting data held by a third party, with or sometimes without consent being given to that
third-party. Examples include dataset sharing (usually consensual) and screenscraping data
from a website or other online service (sometimes consensual, sometimes not).

Data integrity

A measure of whether a given dataset is accurate, complete, and internally consistent.

Data minimization

Deliberately minimizing the amount, granularity, and sensitivity of data collected about people,
as well as the length of time it is kept (if kept at all), on the principle that data not collected or
kept cannot be leaked, stolen, or used against anyone.

Data processing agreement

Under Europe’s General Data Protection Regulation, which has been imitated by many other
privacy laws globally, a binding legal contract between a data controller and data processor that
lays out “the subject-matter and duration of the processing, the nature and purpose of the
processing, the type of personal data and categories of data subjects and the obligations and
rights of the controller” (article 28). These agreements may include specific protections for data
subjects or limitations on data-processor actions on the data. See also: data controller, data
processor and GDPR.


https://gdpr.eu/article-28-processor/
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Data processor

Under Europe’s General Data Protection Regulation, which has been imitated by many other
privacy laws globally, a data processor processes personal data on behalf of a data controller.
See also: data controller, data processing agreement and GDPR

Data transparency

Explaining the trajectory (collection, use, sharing/selling, security, disposal) of data clearly,
thoroughly, and publicly, including via a posted privacy policy.

Data warehouse

A large collection of institutional or multi-institutional data combined from multiple smaller source
datasets.

Deceptive patterns / Manipulative design

User-interface design decisions in websites or apps that convince or sometimes manipulate or
coerce users to take actions not in their best interests, including but not limited to oversharing
personal information. Also called “dark patterns,” though this usage is deprecated because of its
perceived racism.

De-identification

The process of transforming personal data to remove identifiable aspects of the data. This may
be attempted through a variety of methods, including aggregation, stripping or truncating
personal data, or removing or pseudonymizing personal data. De-identification is not usually
sufficient to prevent reidentification of individuals in the dataset. See also: anonymization,
pseudonymization.

Device/digital fingerprinting

A reidentification technique that uses software, app, and browser access to device settings to
uniquely identify a device and/or its user, even when the user has blocked access to the usual
mobile identifiers. See also: browser fingerprinting.

Differential privacy

Differential privacy conceals whether any individual's data was present in the dataset by adding
random data into the dataset. Differential privacy approaches are the subject of active research.
See also: fuzzing.
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Direct identifier

Identifier whose purpose is to identify a specific individual and tie other data to that individual.

Direct identifiers can include:
e Name
Email or physical address
Government or organization-issued identification numbers
Account username and password
Biometric information
IP address, especially combined with a timestamp
Device information (operating system, browser, device unique ID, etc.)

Domain Name System (DNS)

The service that associates numerical Internet Protocol (IP) addresses with domain names,
which are more friendly for everyday human use. A domain name can point to another domain
name through a Canonical Name (CNAME) record. A domain name mapped to the other
domain name is called an alias.

Doxxing

Discovering and publicly revealing information — name, location, workplace, home address,
family details — about the person behind a pseudonym, or a public figure. Often part of mobbing
and other online harassment.

Encryption

In most data-related uses, the systematic and reversible alteration of data such that it is
readable to authenticated and authorized users while remaining unintelligible to all others.

Facial recognition

An application of machine learning that aims to identify individuals captured in photographs or
video. Much more likely to be inaccurate with women and people of color, due to poor diversity
in training sets. Can be used from everything from payment and user authentication to
employee monitoring, corporate or government surveillance, policing, and suppression of
activism.

Faculty Information System / Current Research Information System

The Faculty Information System (FIS) or Current Research Information System (CRIS) is a web
application that allows faculty to view, enter and track their teaching, research and service
activities. These systems can streamline the personnel review process and annual faculty
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activity reporting. FIS and CRIS tools can inform and influence institutional decisions related to
hiring, promotion, and tenure as well as internal resource allocation decisions.

Family Educational Rights and Privacy Act (FERPA)

The Family Educational Rights and Privacy Act (FERPA) is a US federal law from 1974 that
regulates student educational records. This law only applies to schools that receive funding from
the US Department of Education. It puts in place some limited privacy protections over records,
and gives parents some rights over their child(ren)’s school records; those rights transfer to
students once they turn 18 or start higher education. It is largely considered outdated in terms of
protecting student privacy in the modern era.

Freedom of Information Acts

Freedom of Information Acts (FOIA) are legislation which provide access to government
records. In the USA, the Freedom of Information Act enables requests of information from the
Executive Branch of the United States Government and records requested must be disclosed
unless they are protected by one or more of the exempt categories of information found in the
FOIA (U.S. Department of the Treasury). In Canada information can be requested from federal
government bodies through ATIP requests, which stands for “Access To Information and
Privacy” because the enabling legislation is the Access to Information Act and the Privacy Act.
Provincial freedom of information information requests are enabled by legislation which differs
by province, including what can be requested and even the acronyms used (commonly a
variation of FOI or FIPPA), as described by Secret Canada’s Guideline to Jurisdictions. See
also: Sunshine law.

Fusion centers

Data centers used by the US federal government and the Department of Homeland Security
and run by state and local governments to process big data sets for use by law enforcement.

Fuzzing

Making data in a dataset less specific, often to reduce the chance it can be used to reidentify
individuals.

General Data Protection Regulation (GDPR)

The General Data Protection Regulation is a data-protection law which governs companies and
institutions that process the personal data of citizens and residents of the European Union, no
matter where they are headquartered. Under the law, processing citizens’/residents’ personal
data is subject to purpose and duration limitation, data minimization, confidentiality, security, and
accountability requirements. Violations may incur fines of up to 4% of annual global revenue.


https://studentprivacy.ed.gov/ferpa
http://www.foia.gov/
https://canlii.ca/t/7vck
https://canlii.ca/t/7vk9
https://www.secretcanada.com/foi-guides-and-resources/foi-rules-canada-jurisdiction
https://gdpr.eu/what-is-gdpr/
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Geolocation

Use of cell towers, GPS, wifi access-points, IP address, bluetooth beacons, or other data to
locate where a specific device or web browser (as well as its user) is geographically located.
Often happens without the user’s knowledge or consent, especially on mobile.

|[dentifier

A string of characters that uniquely identifies a person or object of interest. See also: direct
identifier, indirect identifier, and universal identifier.

Indirect identifier

A trait or combination of traits in a dataset that, while not a direct identifier, still suffices to
identify specific individuals. See also: direct identifier and proxy variable.

Indirect identifiers can include:
e Age or date of birth
Race/ethnicity
Gender identity
Education level
Field of study
Disability status
Veteran status
Geographical information, such as region or ZIP code

Information asymmetry

In a privacy context, the common situation where a surveillor (such as a vendor or institution)
knows immensely more about surveilled individuals than the individuals know about them, or
about the surveillance and data practices in play.

Informed consent

In most human-subjects research, researchers are required to inform subjects about the
researchers’ aims as well as potential risks to subjects from the research. Researchers must
then gain the explicit consent of subjects before the research may proceed.

Internet Protocol Address / IP Address

A usually temporary address assigned to a device so that it can communicate with the Internet.
Combined with a timestamp, can allow identification of a specific user of a specific website or
service at a specific time.
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Insider threat

Threat to security and privacy of data from organizational insiders, who have more access to
data (and opportunities to steal or misuse it) than outsiders.

Institutional data

See: data warehouse.

Institutional Review Board (IRB)

Committee of local researchers, including one non-scientist, at any US institution accepting
federal research funding, tasked with gauging the ethical permissibility of the institution’s
research on human and animal subjects. Typically affiliated with a campus unit that provides
staff support for the committee. Alternate terms include independent ethics committee (IEC),
ethical review board (ERB), or research ethics board (REB).

K-anonymity

The number of people who can be identified individually using all variables in a dataset. For
example, if a dataset has been de-identified, but includes only one row for a second-year
woman graduate student in a particular department, the k-anonymity of the dataset is 1, as itis
still possible to identify a single person in the dataset based on that person's unique
combinations of variables.

Land-grant institution

A land-grant institution is a public university with obligations to provide education, research
opportunities, and resources to the entire population of their geographical location.

Learning management systems (LMSs)

Systems that manage a great deal of activity for face-to-face, hybrid, and online courses. LMSs
often manage announcements, assignments (including due dates), readings, grading,
discussion and other student-student and student-instructor interactions. They also allow
integrations with third-party content and educational-technology tools. Most interactions
students and instructors have with LMSs are, or at least can be, identifiably tracked. Examples
of LMSs include Canvas, Desire2Learn, Moodle, and Sakai.

Library privacy values

Library ethics codes have prioritized the privacy of patron information use since the first
formulation of the ALA Code of Ethics in 1939. Current statements of this priority include:
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e ALA: We protect each library user's right to privacy and confidentiality with respect to
information sought or received and resources consulted, borrowed, acquired or
transmitted.

e Association of College and Research Libraries (ACRL): The privacy of library users is
and must be inviolable. Policies should be in place that maintain confidentiality of library
borrowing records and of other information relating to personal use of library information
and services.

e Canadian Federation of Library Associations / Fédération canadienne des associations
de bibliothéques (CFLA / FCAB): Libraries have a core responsibility to safeguard and
defend privacy in the individual’s pursuit of expressive content. To this end, libraries
protect the identities and activities of library users except when required by the courts to
cede them.

e |nternational Federation of Library Associations (IFLA): Librarians and other information
workers respect personal privacy, and the protection of personal data, necessarily
shared between individuals and institutions. The relationship between the library and the
user is one of confidentiality and librarians and other information workers will take
appropriate measures to ensure that user data is not shared beyond the original
transaction.

Library record

A library's information about a user, traditionally including personal and contact information,
currently checked-out materials, and fines. Library records often enjoy significant legal
protections, restricting what a library can do with them. Such laws, however, do not presently
apply to vendors or to the many other records (e.g. proxy-server logs, web-tracker data on
library or publisher websites) currently collected on library patrons.

Local storage

HTML5 local storage allows for offline storing of website data in the user’s web browser.
Compared to cookies, local storage has a larger storage capacity to store potentially personally
identifiable data, persists after the end of the user session and browser shutdowns, and does
not have an automatic expiration date.

I-diversity, £-diversity

The number of different values represented in a filtered (“microaggregated”) group of rows in a
dataset, a measure of reidentifiability. If, for example, there are 10 rows for second-year women
graduate students in a particular department, and all of them have library fines, even if a
researcher is unable to know which row corresponds to Tianna, who is a second-year woman
graduate student in that department, the researcher is able to know that Tianna has a library
fine.


https://www.ala.org/tools/ethics
https://crln.acrl.org/index.php/crlnews/article/view/20703/25300
http://cfla-fcab.ca/en/guidelines-and-position-papers/statement-on-intellectual-freedom-and-libraries/
http://cfla-fcab.ca/en/guidelines-and-position-papers/statement-on-intellectual-freedom-and-libraries/
https://www.ifla.org/wp-content/uploads/2019/05/assets/faife/publications/IFLA%20Code%20of%20Ethics%20-%20Long_0.pdf
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Malware

Malicious software used by malicious actors, or cybercriminals, to infect a computer to gain
unauthorized access and collect personal data, like account information, lock the device for
ransom, and other malicious reasons. Some types of malware are phishing, spyware, trojans,
and worms.

Metadata

In its broadest sense, any data describing or qualifying any object of interest. Personal
metadata is any metadata about a person: name, identifiers, affiliations, etc. With respect to
communication, metadata is data about a person’s communication that is not the communicated
content itself, but still contains information that can fuel inferences about the person. For a
cell-phone call, metadata includes device location, number called (and owner of that number),
date and time of call, and length of call.

Microaggregation

Combining rows of data in order to make each individual row less specific; a form of data
fuzzing. This may involve creating less-accurate categories, whether by taking only the coarsest
element of a piece of data (as with changing birth date to year of birth), using ranges (e.g. age
ranges), or averaging pairs or triplets of rows and either retaining all rows (e.g., replacing all
ages in a range with the average age from that group of records) or discarding all but one.
Fuzzing does not always fully de-identify records. See also: K-anonymity and I-diversity.

Net states

This describes the power held by technology companies to act on a global stage, especially
large multinational companies such as Google and Facebook. It is a play on the phrase “nation
states,” as with Net States Rule the World.

Nonfungible (information)

Nonfungible resources are not interchangeable for one another. An example of a nonfungible
resource is a book with unique information compared to other books. By contrast, water is an
example of a fungible resource, where any drop from a faucet has the same value as any other.
In a library context, many content subscriptions are considered nonfungible because there can
be no adequate substitute for the specific content provided. The nonfungible nature of
information can create power imbalances driving unsustainable price increases.

Opt-in/out

Opt-in is user choice involving active affirmation, such as checking a box or toggle, to turn on
specific data sharing or collection settings. Opt-out is user choice assumed by a service provider


https://www.wired.com/story/net-states-rule-the-world-we-need-to-recognize-their-power/
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unless the user actively chooses otherwise. An example of opt-out is a product collecting user
data until the user unchecks the box that controls the data collection setting. The American
Library Association advocates for opt-in (“explicit consent”) rather than opt-out default settings in
library systems and services. See also: consent.

Outlier

Piece (or combination of pieces) of data in a dataset that falls significantly outside the norm.
Outlier characteristics in data about people often make individuals reidentifiable.

Passkey

A form of authentication credential relying on the user’s control over a specific device, such as a
laptop, phone, or security key. Once fully implemented, passkeys are likely to be more secure
and easier to use than passwords and multi-factor authentication.

Password manager

Software that enables a user to securely save and reuse their login information (including
passwords) on their device(s) and sometimes online, as well as generate new hard-to-guess
passwords. These programs usually save credentials in an encrypted database that the user
accesses with a master password. Examples include LastPass (recently breached), Bitwarden,
and 1Password.

Paywall

Any technology blocking access to content by those who have not paid (either individually or via
library subscription) to see it.

Personal data

See: personally-identifying information (Pll).

Personally-identifying information (PII)

Information that directly ties data about a specific person to that person. Usually construed as
direct identifiers only, but sometimes (correctly) construed as combinations of indirect identifiers
or collections of behavioral data that serve to identify individuals.

Platform

The user interface through which researchers access specific academic products, namely
databases. As market consolidation occurs with academic vendors, there are a smaller number
of platforms which provide access to academic products. See also: research analytics tool and
vendor. Specific types of platforms include:


https://www.ala.org/advocacy/intfreedom/privacyconfidentialityqa
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Academic platform

An interface providing access to information required when conducting research. For
instance, ProQuest is an academic platform which provides access to newspaper
databases, scholarly articles databases, and other subscription collections.

Educational technology platform

An interface supporting teaching and learning in higher education, such as a learning
management system or a question-and-answer platform.

Research platform

An interface for tracking faculty publications. There are many different types of higher
education platforms, including platforms for managing teaching, research, assessment,
or human-resources activities, and platforms may be provided by a vendor or maintained
in-house.

Predictive analytics systems

These use machine-learning techniques to predict future behavior based on surveillance data.
Known to be biased and inaccurate, especially on the individual level.

Privacy

ALA’s statement “Privacy: An Interpretation of the Library Bill of Rights” asserts: “In a library
(physical or virtual), the right to privacy is the right to open inquiry without having the subject of
one’s interest examined or scrutinized by others.” Privacy is a significant topic in healthcare,
finance, the use of technology, border crossings, and personal interactions with business and
government. According to surveys about privacy, many Americans (Pew Research Center) and
Canadians (Office of the Privacy Commissioner of Canada) are highly concerned about their
personal privacy.

Privacy by design

Incorporating privacy into product or service design from the beginning of the design process,
rather than trying to add privacy after product/service release.

Privacy by default

Assigning the highest level of privacy protections as the default settings in a system, service, or
product.


https://www.ala.org/advocacy/intfreedom/librarybill/interpretations/privacy
https://www.pewresearch.org/short-reads/2023/10/18/key-findings-about-americans-and-data-privacy/
https://www.priv.gc.ca/en/opc-actions-and-decisions/research/explore-privacy-research/2023/por_ca_2022-23/
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Privacy-enhancing technology (PET)

According to the US White House Office of Science and Technology Policy, these are
“technologies that will allow researchers, physicians, and others permitted access to gain
insights from sensitive data without ever having access to the data itself.”

Privacy extensions/add-ons

Software that can be added to web browsers (desktop/laptop and sometimes mobile) to
enhance user privacy. These include tracker blockers, identifier blockers, and
location-disclosure blockers.

Privacy impact assessment

According to the US National Institute of Standards and Technology: “An analysis of how
information is handled that ensures handling conforms to applicable legal, regulatory, and policy
requirements regarding privacy; to determine the risks and effects of creating, collecting, using,
processing, storing, maintaining, disseminating disclosing, and disposing of information in
identifiable form in an electronic information system; and to examine and evaluate protections
and alternative processes for handling information to mitigate potential privacy concerns. A
privacy impact assessment is both an analysis and a formal document detailing the process and
the outcome of the analysis.” Privacy impact assessments are often limited to a single
organizational initiative or service. See also: privacy review.

Privacy policy

A policy explaining an organization’s or service’s privacy practices, especially though not solely
around users’ personal data. Notorious for copious vague, impenetrable, easily-misunderstood
legalese; known to be poorly understood by most users.

Privacy review, privacy audit

A systematic assessment of an organization’s or initiative’s privacy posture. In libraries, the ALA
offers privacy-audit guidance. Unlike privacy impact assessments, privacy audits typically aim to
evaluate the entire organization rather than a specific initiative. In industry, audits are often tied
to legal compliance. See also: privacy impact assessment.

Privacy settings

Privacy settings are options available for device users to control who sees their information
online. This gives users more control over what information is collected, who sees it, and how
long it is backed up by their device. Settings are available in social media sites, browsers, and
other software.


https://web.archive.org/web/20250116062917/https://www.whitehouse.gov/ostp/news-updates/2022/06/28/advancing-a-vision-for-privacy-enhancing-technologies/
https://csrc.nist.gov/glossary/term/privacy_impact_assessment
https://www.asc.upenn.edu/sites/default/files/2023-02/Americans_Can%27t_Consent.pdf
https://www.ala.org/advocacy/privacy/audits
https://www.ala.org/advocacy/privacy/audits
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Proxy variable

A characteristic captured in a dataset that tracks another characteristic closely enough to
substitute for it. For instance, postal code can be used as a proxy for address when all
addresses with that postal code are located in the same building complex. Proxies are often a
way to sort people into sensitive, even legally protected, classes when direct information about
class membership is not in the dataset. Information use can be a proxy variable for several
demographic characteristics, including sensitive or legally-protected ones such as race/ethnicity,
gender, and sexual orientation. See also: indirect identifier.

Pseudonymization

A data protection method in which a persistent identifier (“pseudonym”) is used instead of a
person’s name or direct identifier, so that the data can no longer be attributed to a specific
individual or user without the use of additional information that is maintained separately. While
pseudonymization is meant to obscure identity, it is insufficient for anonymization if the
pseudonym is linked to behavioral data or a direct identifier (e.g., via web tracking). See also:
anonymization, de-identification, and reidentification.

Ransomware

A type of malware that after initial intrusion into an organization’s systems, steals and/or
encrypts any data it encounters. Cybercriminals then demand ransom from the organization for
the key to decrypt the data and/or for a promise not to reveal it.

Real-time ad bidding (RTB)

A live auction conducted where multiple advertisers bid on individual advertisement impressions
on a web page or app. The system running the auction automatically displays the advertisement
of the winning bidder. Bidders participating in RTB rely on personal data (e.g., demographic
data, location, browsing history) to determine when and how to bid for advertisement
impressions. See also: advertising exchange.

Reidentification

The process of using a de-identified dataset to identify groups or specific individuals. This
typically occurs by:

1. Leveraging proxy variables or other identity clues in the data.

2. Comparing the data to overlapping datasets.
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Research analytics tool

A vendor-provided or in-house service that uses bibliometric analysis to assess researcher or
department productivity and prominence. Similar terms include research assessment,
research-tracking system, or research metrics.

Search history

A record of searches made in a service, collected by the service provider. Under library-privacy
ethics, search histories are considered confidential because they reveal a patron’s topics of
interest. Even de-identified or pseudonymized search histories can enable reidentification based
on interests or indirectly identifying information.

Security audit

A systematic review of an organization’s or service’s security posture. Often includes a
“penetration test,” where testers actively probe for security vulnerabilities.

Sensitive information

Information or data whose collection, analysis, reuse, sharing, breach, or sale could harm the
person(s) it describes, especially if the data is reidentified. Given improvements in inferences
about individuals based on even seemingly innocuous data, there is a debate about whether
data should still be classified as sensitive vs. not sensitive. See also: personally-identifying
information (PIl) and reidentification.

Shadow profile

A behavioral-surveillance dossier on individuals who do not use a service, created through
cross-web/app tracking, universal identifiers, or purchased data. Facebook is notorious for
maintaining shadow profiles on non-users.

Single sign-on (SSO)

Technologies enabling a user to log in to multiple services with a single set of credentials.
Institutions (identity providers) authenticate users and send metadata (often including personal
information) to services (service providers) to grant access. Examples include Shibboleth and
SAML technologies; InCommon, OpenAthens, and the UK Access Management Federation are
SSO-capable federations.

Stalkerware

Software for computers and mobile devices that enables stalkers, domestic abusers, and
cybercriminals to surveil their targets’ behavior while using the device. Also called spyware.


https://www.cnet.com/news/privacy/shadow-profiles-facebook-has-information-you-didnt-hand-over/
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Stingray

A device that pretends to be a cell-phone tower in order to capture the location and identity of
individual mobile phones, often to connect them with users and track them in physical space.

Student data

Data specific to students and their behavior. Includes, but is not limited to, personally-identifying
information. See also: personally-identifying information (Pll).

Sunshine law

A law that requires government agencies to respond to requests for (non-classified,
non-confidential) government records. In the US, the federal sunshine law is the Freedom of
Information Act; each state has its own sunshine law governing requests for state records. See
also: Freedom of Information Acts.

Surveillance

The careful monitoring of individuals or places through behavior-observation. Surveillance is
facilitated through surveillance technology, such as video cameras or the logging of digital
footprints. Surveillance is often used for marketing, risk management, and website performance.
Data collected during surveillance is often retained unbeknownst to individuals being surveilled.
Surveillance is disproportionately conducted on and presents greater risk for members of
marginalized communities.

Surveillance capitalism

A term coined by Shoshana Zuboff, referring to the commodification of personal data, typically
for hyper-targeted advertising. Often associated with companies like Google and Facebook.

Surveillance creep

The repurposing of surveillance data for uses not originally intended during collection.

Surveillance culture

The normalization of surveillance practices and techniques, as applied to broad communities
through widely-used systems and platforms, whether for purposes of research, control, or
financial exploitation.

Surveillance publisher

A publisher that acts as a data broker and/or earns significant revenue from surveilling readers
and selling data or data analysis based on that surveillance. Many content vendors to libraries
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may be considered surveillance publishers or aspiring surveillance publishers, as defined by
Jefferson Pooley.

T-closeness

The number representing the distance between the distribution of a particular sensitive attribute
(i.e., a variable in a dataset that needs to be protected but cannot be changed without affecting
the utility of the dataset) and the distribution of the same attribute in the overall dataset. The
closer the two numbers are to each other, the lesser the chance of reidentifying someone
through attributes in the dataset.

Targeted advertising

Ads directed at specific users or groups based on behavioral data collected online and offline.
See also: behavioral tracking.

Threat model

A security or privacy risk assessment conducted for a specific person, group of people, or
organization based on the nuances of their situation, e.g. what information exists about them,
how much of it is sensitive, and any personal or society-created vulnerabilities they labor under.

Universal identifier

An adtech tool that tracks individuals across apps and websites without cookies, increasingly
replacing browser cookie tracking.

Usage data

Any data that is collected on someone’s use of a service or product, but usually referring to
information gathered about online use, such as pageviews, length of time spent on a page,
referrer data, even user IP addresses.

Vendor

A company selling information or platforms, including to libraries in the form of research
databases, usually with profits far exceeding the cost of production. Market consolidation of
vendors has occurred over time and there are now a small number of major players who not
only sell information but are deeply involved in many aspects of the lifecycle of research,
including publishing, aggregating, indexing, and preservation. Due to the reduction of vendor
competition via consolidation of the marketplace, libraries tend to pay higher prices and have
less leverage in negotiations, making it more difficult to avoid vendors that present privacy risks.
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Virtual private network (VPN)

Network software that “tunnels” some or all internet traffic from a VPN-enabled device through
the VPN provider before it reaches the internet, to help disguise the traffic’s origin, originating
device, and originator. VPNs do not, however, eliminate web trackers or similar adtech.

Web analytics

The collection and analysis of website usage data. Web analytic applications track and capture
user data from a variety of sources. Depending on the application, user data can range from
search term results, page hits, and landing/exit pages to demographic data, behavioral data,
and even the data of users visiting sites outside the original website.

Web tracking

Describes internet surveillance enabled by specific tools. For example, a web beacon is a web
tracking method that is often undetectable by the end user. Web beacons commonly take the
form of a small image file (often a single transparent pixel) loaded with a web page or email but
can also be embedded in visible graphics (e.g., buttons, banners) and HTML elements.
Beacons can collect user data such as behavioral data, digital fingerprints, and IP addresses.
Examples include Meta (Facebook) pixels and Google Analytics. Wifi tracking is the monitoring
of individuals' movements in physical spaces by tracking device connections or connection
attempts to wifi access points.

“Wexis”

A colloquialism for the vendor duopoly of Westlaw and Lexis, who control most US legal
information. Their parent companies are Thomson Reuters and RELX, major data brokers.
Wexis controls access to legal information that is essential to the function of the legal system,
government, and the academic study of law.


https://themarkup.org/levelup/2023/01/31/in-2023-resolve-to-fix-your-organizations-meta-pixel-problem
https://faillab.wordpress.com/2016/04/27/google-analytics-and-privacy/
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