Academic Platforms & Your Privacy

Briefing for Students

Although laws like FERPA protect core academic records, they often fail to cover the vast personal data
harvested by modern educational technology (e.g. platforms that provide courseware and access to
academic publications). Many vendors now operate like big tech firms, collecting and sharing student
data—often feeding it into data brokerage ecosystems. For example, student data could be used to assess
job candidates for employment or evaluate future creditworthiness.? Students have the power to demand
transparency and drive institutional change; by understanding how their data is collected and used, they
can lead initiatives to secure better privacy protections across campus.

Key Privacy Concerns

Third-party technology companies can collect a significant amount of student data.®* In class and
beyond, students deserve to be assessed on their academic achievements, not vendor-collected
behavioral data.

Student data is not guaranteed to be vetted, error free, or free of bias.®

Third-party vendors may be amassing even more student data. This can add to concerns of this
data ending up in unanticipated places such as with employers, immigration agencies, and law
enforcement.?®’ In many instances, for-profit data companies lack meaningful regulation that fully
protects students in this context.

Without intentional safeguards, university-licensed systems can collect and use data in ways that
could negatively impact students. This can include surveillance systems that allow for the
monitoring of individuals“® and student protests.® Surveillance systems that are not transparent
and do not obtain student consent can diminish student trust in higher education institutions.®

What You Can Do

Student awareness and activism can motivate change—it already has.’®""2

Students can demand transparency by pushing to understand what personal data is collected,
shared, and used by the university and vendors.

Students can request representation on campus committees related to student data and data
governance.

Student groups can create complementary resources for this document based on the specifics of
their campus environment. This could include localized lists covering opportunities for students to
engage with relevant stakeholders.

Student governments can pass resolutions in favor of privacy.' 4116

Students can consult library workers to understand their personal privacy risks, mitigation
strategies, and the vendor landscape. Librarians can also be important allies in strengthening
privacy protections, particularly in collaboration with the broader campus community.



Students can limit data collection by actively managing privacy settings and opting out of personal
accounts when possible."”
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About the Campus Briefings on Privacy & Academic Platforms

This briefing was authored by the Resource Library Working Group of SPARC's Privacy & Surveillance
Community of Practice which seeks to ensure privacy is fundamental to the future of research & education.
See additional briefings and a glossary of terms at sparcopen.org/our-work/privacy-briefing-documents
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