Academic Platforms & Your Privacy

Briefing for the Office of Research

As the Office of Research is well aware, attention to data privacy and confidentiality in Institutional Review
Boards and Research Ethics Boards (IRB and REB) and grant applications is vitally important. Similarly,
ensuring data privacy throughout campus requires ethical and legal frameworks that balance the interests
and rights of all parties involved. Campus affiliates’ data privacy is an important consideration when
procuring research analytics tools. In an environment where research-tracking systems and their vendors
routinely require or ask users to sign away data privacy rights, the Office of Research may want to consider
how vendors access, use, share, and sell information from or about faculty, staff, and students. The risk of
privacy violations has increased as vendors have reimagined themselves as data analytics businesses and
are increasingly engaged in data brokering." %3 Risks of data collection and surveillance on campus
include: loss of privacy in research and scholarship and sharing of sensitive information® and undermining
free speech and academic freedom.® "8

Key Privacy Concerns

e Research data integrity and confidentiality can be threatened by software and service vendors.
Specifically, vendors and additional third parties may be able to reidentify data which had been
deidentified by researchers, exposing researchers and participants. Responsible and ethical data
management methods can mitigate these risks." 121314

e Proper support for campus activities should include policies and procedures for ensuring data
privacy for institutional data, including assessment data.

e Forresearch data, research data management plans should be developed and used for data
collection, documentation, storage, preservation, sharing, and compliance.’

e Theincreasing use of Al by research infrastructure providers (e.g. through faculty information
systems) could enable vendors to extract and monetize institutional data (such as faculty activity
statements) in ways that have not previously been feasible.

What You Can Do

e The Office of Research’s functionality within a university already includes internal research security
expertise focused on campus data-governance and privacy efforts, including both research data
security and research security and integrity,” '°that can be helpful in addressing privacy risks.

e The Office of Research can consider including contractual privacy terms in contracts for vendor
products such as IRB/REB and grant application software, research information systems, and
faculty information systems.?

e Focus on privacy. Documentation coming out of federal agencies encourages the Office of
Research to strengthen support for faculty compliance with privacy and security measures.’® The
Office of Research could also consider incorporating privacy as a focus in job descriptions for both
current and prospective employees.'’



e |RB/REB processes for confidentiality, security, and ethical data practices are rigorous; these same
rigorous standards can be applied to institutional practices that protect faculty, student, and staff
privacy. Some IRB or REB-reviewed terms may warrant additional reviews of privacy protocols."®

e Partner with the library or allies in data governance and privacy, both inside and outside research
contexts.

e The Office of Research can leverage its expertise to shape campus data governance and privacy
policies, ensuring robust protection of both research and personal data. This includes
implementing responsible data management practices, assessing vendor risks, and addressing
emerging threats from Al and other technologies to safeguard institutional data.
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About the Campus Briefings on Privacy & Academic Platforms

e This briefing was authored by the Resource Library Working Group of SPARC's Privacy & Surveillance
Community of Practice which seeks to ensure privacy is fundamental to the future of research & education.
e  See additional briefings and a glossary of terms at sparcopen.org/our-work/privacy-briefing-documents
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