
Academic Platforms & Your Privacy 

Briefing for Instructional Designers 

Learning Management Systems (LMSs) and other educational-technology platforms—such as proctoring 
software, etextbooks, and plagiarism detection—are heavily used in higher education. These tools can pose 
significant privacy and surveillance risks to our students.1, 2 Evaluating what data these platforms collect 
on students,3 what data we ourselves collect and use, how to limit data collection and retention, and when 
to take corrective action or use alternative platforms are all actions that can safeguard student privacy. 

Key Privacy Concerns 
● Student data is collected by educational technology platforms, often without student input or

awareness and often without vendors clearly communicating what information is being collected
and how it may be used.4

● Platforms are required for many courses, so students cannot avoid using them.5

● Instructors are not always familiar with privacy risks of educational technologies or strategies for
mitigating them.6

● Instructional designers should seek to understand data privacy concerns and identify best
practices and paths forward.7

● Instructional designers rarely help acquire campus educational technologies. As such, they may
not have input into the underlying technologies' permissions, restrictions, or other privacy practices.
However, they can educate themselves and use best practices in their design.8

What You Can Do 
● Connect with the library. Library workers are experienced with resource licensing, university

acquisitions processes, ILS integrations, and vendor privacy issues.
● Consider privacy-protecting alternatives for problematic tools. For instance, lower-risk

institutionally-hosted options may be available for document collaboration.9

● Advocate and ask questions about privacy protection in meetings and consultations.
● Determine and reflect on how you are supporting and promoting student education and agency on

personal data collection, governance, and usage.10 

● Discuss with instructors the ethical implications of monitoring student activity within an LMS. What
settings can be changed or disabled? What data must be present to appropriately grade students?
Only gather data the instructor needs.

● Inform instructors that research based on identifiable student data should go through
human-subjects review11 and follow all institution-level data policies. Carefully consider any
personal data that may be shared with research partners outside the institution.

● Discuss with instructors the actual need for the specific tool they want to use in their course,
especially for highly privacy-concerning tools such as exam-proctoring software.12 Are there better
alternatives that are more ethical and effective?



● Following the completion of a course, remove student data from an LMS. Create and follow data 
retention schedules. 
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About the Campus Briefings on Privacy & Academic Platforms 
● This briefing was authored by the Resource Library Working Group of SPARC’s Privacy & Surveillance 

Community of Practice which seeks to ensure privacy is fundamental to the future of research & education. 
● See additional briefings and a glossary of terms at sparcopen.org/our-work/privacy-briefing-documents 
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