Academic Platforms & Your Privacy
Briefing for Collective Governance Bodies

Data analytics can be used to monitor students'? and employees,® can impact research directions,’ and
can have a chilling effect on academic freedom and freedom of inquiry.* Moreover, surveillance through
data collection can affect tenure and promotion opportunities,® student success,® or in some cases may
risk disclosure to law enforcement agencies.’

Collective governance structures, including faculty councils, librarian councils, boards, senates, and
committees, shape institutional policies with the best interests of the community at heart. However, the
rise of institutional data surveillance has introduced a concerning power imbalance where data analytics,
and those that manage them, may influence or undermine traditional forms of governance.® Collective
governance bodies can take action to safeguard the individuals they represent. Investing in campus
privacy is a critical investment in the fundamental rights of the campus community.

Key Privacy Concerns

Digital monitoring and surveillance by vendors, and possibly governments, is increasingly a risk
within many university processes, including those that are traditionally expected to be private, such
as accessing library resources and in faculty information systems. This growing intrusion raises
concerns for faculty governance bodies as it impacts the privacy and autonomy of faculty and
students, and has the potential to compromise academic freedom and the free exchange of ideas
within the university community.>'°

Institutional data surveillance is frequently imperceptible by its targets. For example, surveillance
through vending machines at one institution was only noticed due to an error message."
Standard licensing and procurement processes do not fully prevent surveillance.'?

Governance bodies have been effective in drawing attention to data collection and expressing
commitments to protect against surveillance, for example through senate resolutions.™

Without opposition, data collection risks concentrating more power under the control of private
companies that operate outside the supervision of institutional oversight. In the broader societal
context, a rise of corporate power that may operate outside the bounds of state rules has been
termed a system of "surveillance capitalism"."*

What You Can Do

Introduce and advocate for resolutions to block indiscriminate campus video surveillance,
unnecessary remote proctoring, and privacy-violating contracts if you are a member of a collective
governance body.

Partner with unions, boards of trustees, and other stakeholders in advocating for institutional
policies that limit data collection and surveillance practices.



e Bring any potentially harmful campus surveillance practices to the attention of your local collective
governance body. Learn more about the scope and agency of these bodies.

e Review governance resolutions from peer institutions and adapt them to address specific concerns
at your local institution.™

e Reach out to members of the campus community who are knowledgeable about harmful
surveillance practices and ways to mitigate harms. This includes librarians with expertise in patron
privacy and information resources.
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About the Campus Briefings on Privacy & Academic Platforms

e This briefing was authored by the Resource Library Working Group of SPARC's Privacy & Surveillance
Community of Practice which seeks to ensure privacy is fundamental to the future of research & education.
e  See additional briefings and a glossary of terms at sparcopen.org/our-work/privacy-briefing-documents
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